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University of Technology
Computer Sciences Department

Computer Securlty Branch

2006 - 2007
First Year Syllabus
AR b
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1. Structured Programming (with G4+ Programming Longuage):

Introduction, Procedural Programming Principles, C++ Language Basics (Character set,
Identifiers, Getting Started with C++. Variables Declaration, Varigbles, Constants,
Arithmetic Operations, The “math.h” Library, Unary Minus, Increment and /decrement
QOperators, Operational Assignment Operators, Relational Operators, Logical Operators,
Bitwise Operator), Selection Statements {Selection Statemenis, The Single If Statement
Structure, The Single If Statement Structure (Blocks), The Iffelse Statement Structure,
Nested If and Iffelse Statements, The Switch Selection Statement {Selector}, Conditional
Staternent), lteration Statements {Selection Statements, While Repetition Structure,
Do/While Staternent, For Staterent, More about For Statement, Nested Loops, Break and
Continue Conirol Staternents), Functions (Function, Passing Parameters (Passing by
Value, Passing by Reference)), Arrays (Array of One Dimension (Declaration of Arrays,
Initializing Array Elements, Accessing Array Elements, Read / Wiite / Process Array
Elements), Amray of Two Dimension (Declaration of 2D-Arrays, Initializing 2D-Array
Elements, Read / Write / Process Array Elements)), String (Read / Write / Process Artay
Elements, Member Function of String, stdlib Library), Structures (The Three Ways for
Deglare the Structure, Array of Structures).

2. Mathematics:
Functions, 1ranscendental Functions, Sequence and Series, Differentiation and
Applications, Integration and Applications, Multiple Integrals, Polar Plane, Complex
Numbers, Mairices, Vector Analysis.
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8- Software Packages:
Microseft Windows, Microsoft Office (M$ Word, MS PowerPoint, MS Excel).
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3- Discrete Structures

Set theory -sets & subsets - how to specify sets -, sequences -Operations on sets-, Algebra
of sets & its proves, sets of numbers- Finite sets, Mathematical induction & recursion,
Matrices, Logic and propositions- Equivalency, Tautology& Contradiction, Relations-
Computer representation of relations & Digraph, Manipulation of relations, Properties of
relations, Composition of relations (Functions-types of functions, Graphs-definition-
graphs & multigraphs- subgraph — degree of graph}, Walk —length of walk- trail- path-
cycle- the bridges of konnisberg, Traversable multigraphs- Euler theorem- special graph-
bipartite graph matrices & graph, Labeled graphs — trees- rooted tree- ordered rooted tree-
polish notation, Spanning tree- directed graph- matrix of digraph, Minimal path, Finite
state machines, Language & pattern recognition machines, Optimistic approach to
construct FSM, Finite automata, Finite antomata {Contd).
References:

1. Discrete mathematics by Seymour Lipschutz

2. Discrete mathematical structures for computer science by Bemard Kolman &

Robert C. Busby

4. Computer Organization and Logic Design:
Digital systems conversiot, Digital system arithmetic, Complement scheme, Subtraction
with complement, Logic gates, Addition digital system, The basic postulation, Prove the
theorem, Simplification by map, Combinational circuits, Sequential circuits, Flip-flops,
Multilevel logic implementation, Encoder and decoder, Multiplexer and de-multiplexer,
Ms] and vlse, Computer definition, Computer generation, Computer architecture, CPU
operation, Feich cycle, Execution cycle, Memory representation, Memory types, Primary
storage, Secondary stotage, Computer classification, Language classification, Translators
program, Operating systems, Networking, Intemet.
References:
1. Murdocca .M J . Heuring .V .P ., "Principle Of Computer Architecture”,
Prentice-Hall, Inc .
2. Hutchinson .8 .E .. Sawyer .8 .C ., with Contribution by Coulthard G J.,”
Computers, Communications , and Information”, Revised Edition, Mc-Graw
Hill Company (Irwin).

5- Number Theory:

What is number theory, Definition of : set, binary operation, group, Definition of : ring,
field, Basic properties of divisibility, Fundamental theorem of arithmetic, Mersenn prime
and Fermat number, Fuclid's algotithm, Definition of: mod, congruent, Properties of
congruent, Residue class of a modular, The properties of residue classes, Modular
arithmetic, Linear congruence: Fermat's little theorem, Euler's theorem, How to find the
multiplicative inverse, Applications for binary number, Applications for inieger number,
Linear congruent generation, Power and discrete exponential generator, [ntreduction to
cryptography, Stream bit and character cipher, Block and exponential eipher, Basics of
public key cipher, Differ-Hellman key exchange, ElGamal cryptosysiem, Massey omure
cryptosysterm, RSA public key cryplosystem, Basic concept of digital signatures, Basic
concept of secret sharing, Steganography.

&- Probabllity Theory.
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Computer Sclences Depadment

Computer Security Branch

University of Technology

2006 - 2007
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1- Object Oriented Programming {with C++ Programming tanquage):

An Introduetion: {The Evolution of OOP, Encapsulation and Data Hiding, Inheritance
and Reuse, Polymorphism, Short History, C++ Program Development Process (PDP)),
Classes: (Introduction, Declaration of classes, Class Constructors and Destructors,
Overloading Constructors, Class Templates, Case Siudyl({Guessing Password Game)),
Inheritance: (Introduction, Declaration of Inheritance, An Example — Single Inherttance,
Inheritance based on access-specifier (Inheritance with Public access-specifier,
Inheritance with Private access-specifier), Parent Constructors and Destructors),
Polymorphism: (Introduction, Pointer to Classes, Static and Dynamic Binding, Types of
Polymerphism (Polymorphism of Variables, Polymorphism of Functions, Polymorphism
of Objects), Virtual Functions, Override Function, Constructor and Virtual Destnictor,
Abstract Base Class (ABC) and Pure Virmal Function), Operator Overloading:
(Introduction, Operators that can’t be overloaded, Operator Functions, Operator
Overloading with the Member Operator Functions, Operator Overloading with the Non-
member Operator Functions (Friend Function), The Flexibility of Friend Operator
Functions, Overload the Output Operator), Selected Advance OOP Topics: (Custom
Header Files, Selected Problems: Program’s Self-Protection, Simple Virus and its Anti-
Virus)).
References:

1. “Mastering C-++", Prof. Ogeili Saleh and others, Dar Al-Shorok, Amman-Jordan,

20304,
2. “Object Oriented Programming Language with C++”, Bjame Stroustrup,
Addison-Wesley Publication, 2003,
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2- Data Structures and Algorithms;

Introduction to Data Structures, Memory representation for 1D and 2D arrays, Linear list,
Linear list types, Stack: (Stack Operations, Applications of stack), Queue: (Queue
Operations, Applications of queue), Circular Queue: (CQueue Operaticns, Applications
of CQueue), Linked List, Linked-Stack, Linked-Queue, Linked-CQueue, Recursion,
Graph, Trees: (Types of Tree, Binary tree, Binary tree scan, Represent Regulars
expression using trees, convert tree to binary tree, Binary Search Tree), Sorting: (Sorting
Algorithms, Types of Sorting algorithms, Bubble Sort, Insertion Sort, Quick Sort),
Searching: (Searching Algorithm, Sequential Search, Binary Search).

3- Numerle Analysis:

Binary Fraction and Shifting, Scientific Notation Machine Number and Computer
Accuracy, Computer Floating Point Numbers, Error Analysis (Absolute band Relative
Errors, Truncation, Round-Off and Chopping Errors), The Solution of non-Linear
Equations F{x)=0, The Solution of Linear Systems Ax=B, Interpolation and Polynomial
Approximation, Numerical Differentiation, Numertic Integration, Solution of Differential
Equations {Euler 'S Method, Runge-Kutta Methods), Eigen Values and Vector.
References.

I- Thomas, G. Calculus and Analytic Geometry, 5 Edition, Addison Wesly, 1999.

2- Numerical Methods Using Matlab, Prentice Hall.

4-Information Theory.

5- Micro-Processors and Assembly Programming:
CPU Architecture, Register Transfer, Memory, Peripheral Conirol Chips, Data Transfer,

Fetch and Execute Cycles, Address and Data and Centrol Busses, Brief Introduction to
Machine Code, Instruction Sets (Form, Othogonality, Number of Addresses), and
Decoding. Assembly Language Programming: Addressing Modes of the 808, Data
Registers, Flags, The Status Register, and Implementing Control Structures in Assembly
Language, Structured Assembly Language Programming using Procedures, Arithmetic
and Logic Instructions Stack (Concepts and Applications), String Processing, Tools for
Preparing and Debugging and Translating Programs. MS-DOS Operating System
Structure: MS-DOS and BIOS Disk and Keyboard System Architecturs. Advanced
Features of Processors: Segments and Segment Registers, Interrupts and Interrupt Service
Routines, IO Port Addressing, Instruction Pipelining, Cache Memuory.,
References:
1- Abel P, "IBM PC Assembly Language and Programming”, 4™ Edition, Prentice
Hall, 1998..
2- Thorme M., "Computer Organization and Assembly Languape Programming”, am
Edition, BenjaminCummings, 1990,

(2)
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4- Advance Mathemagtics:
Formation of Partial Differential Equations, First Order Linear and non-Linear Equations,

Boundary Value Problems, Formation of the Wave Equation, Equation for the One
Dimensional and Two Dimensional Heats Flow, Laplace Transform: (Laplace
transformation and inverse, Properties of Laplace transform), Fourier series: (Feriodic
functions, Odd and even functions, Half range Fourier sine and cosine series), Fourier
Transformation {Definition, Sine Cosine Transformation, Finite Fourier Sine and Cosine
Transformation, Cenvolution, Inverses), Bessel's Equations: (Beta and Gamma function,
Series Solutions of Bessel Equation).

References.

1- Thomas, G. Calculus and Analytic Geometry, 3" Edition, Addison Wesly, 1999.

7- Computation Theory:
Regular Expression, Finite Automata, DFA and NFA, Equivalence of NFA and DFA,

Equivalence of NFA and DFA with E-moves, Introduction to Crammers, Phrase
Structure Grammar, Context sensitive Grammar, Context Free grammar, Chomsky
Norma! Form, Greibach Normal Form, Tree, The empty string in context free grammar
ambiguity, Regular grammar, Left linear grammar, Right linear grammar, Kleen theorem,
Two way finite automata with output {mealy machine, moor machine), The equivalence
of mealy and moor machine, Push down automata, Top down —bottom up derivation,
Turing machine.
References:
1. HR.Lewis And G.H Papadimitiou,"Elements Of The Theory Of Computation®,
Prentig-Hall, 1981.
9. RW.Floyd And RBeigel,"The Languse Of Machine:An Introduction To
Computability And Formal Languages"Computer Science Press, Network, 1994.
3. M.Sipser."Introduction To The Theory Of Computation” ,Boston Pws Pub ,1996.
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University of Technology
Computer Selences Department

Computer Security Branch

2006 - 2007
Third Year Syllabus ABNAN A yall prgda
| AUES 2 I
r + ¥ ¥ Corﬁputér Graphlcs i._x...'l A _,u_; 1
Y - ¥ t Compllets {g ksl Silen jalt | 2
r ! \ Y Dotobases (g b il asl e | 3
¥ ' ¥ Computer Architecture dandadl 4 hana | 4
r ! t ¥ Computer Nehworks LaNiss | 5
r b ¥ ¥ Artificial Intelllgent gl (1SH | g
r \ ¥ X Cata Encryption walbadh i3 | ¥
T Y Y Information Hiding il laadl chial | A

Total No., of Unit for One Semester: {22)Units Ban g (1Y) 22l g ot p2h ol cilan 3l A pana
Total No, of Unit for Year: (44) Units Bamp (£8) gl 5o Ld lan gl Ap pana

1- Computer Graphlecs:
Introduction: Display Devices (¢.g. Raster, Vector). Elementary Graphics Figures: Line

and Circle Drawing Algorithms, Sorting Pictures and 2D Transformations: Writing and
Reading Graphics Data Files, Pictures Translation, Pictures Rotation, Pictures Scaling.
Clipping and Windowing: Point and Line Clipping, Clipping Algorithms, Pelygon
Clipping. Curves: Polynomial Curves, Spline Curves, Elementary 3D Graphics:
Introduction, Coeordinates System, Transformations, Orthogonal Projection, Multiple
Views, Hidden Lines and Surfaces, Shading and Coloring. Animation Techniques.
References.

1. J. D. Foley, Avan Dametal, "Introduction to Computer Graphic”, Addison-

Wesley, 1993,
2. D.Hearn and M.P, Baker, "Computer Graphics ", 2nd. Ed., Prentice-Hall, 1994

2- Compilers:
Programming Language, Introduction to Compiler, Type of Etrors, One Pass Compiler,

Syntax Definition, Context Fres Grammar, Parsing Tree & leftmost and rightmost
derivations, Transition Graph, Lexical analysis, Syntax of Analysis, Problems of
Compiler, First and Follow, Top down Parsing, Predictive Parsing Method, Bottom up
Parsing, Operation Precedence Parser, Simple Left to Right Parser, Canonical LR Parser,
Look Ahead LR, Semantic Analysis, Intermediate Code Generation, Code Optimization,
Examples of Code Qptimization, Code Generation, Build Simple Compiler.

References:
1. Principles of Compiler Design ,Alfred V. Aho, Jeffry D, Ulman.
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3- Databases:

Introduction (DBMS), Data abstraction, Data models, Data independence, Database
management & administrator, Entity relation model, Mapping constraints, Entity relation
diagram, Representation of strong & weak entity, Generalization & aggregation, Design
of an E-R database scheme, Mapping cardinalitics, Data model-relational model,
Example SQL.AQL, Hierarchical model, Example DL/1IQL, Structure of distributed
Databages, Trad-off in Distributing the databases, Design of distributed databases,
Transparency and Autonomy, Distributed Query Processing, Recovery in distributed
databases.
References..

1. Database System Concepts(Henry F. Korth}.

2. An Intreduction Database System C.J. Date.

4- Computer Architecture:
Introduction to computer architecture and CPU architecture, Instruction set and format,
Addressing modes, Program contro! (interrupt and subroutine call), Microprogramming
Design of CPU Control Unit and Micro programmed vs., ardwired Control, RISC and
CISC, IYO organization and Peripheral Control Strategies, Input / output interfaces,
Asynchronous data transfer, Programmed YO, Memory Management, types and
hierarchy, Main memory and memory address map, Direct Memory Access, Input /
output processor {IOP) and Channels, Associative Memory and Content-Addressable
Memories, Cache memory, Parallel processing, Pipeline (general consideration),
Arithmetic pipeline, Instruction pipeline, Difficulties in Instruction pipeline, And theme
solutions, Vector processing, And array processors, Interprocessor communication,
Cache coherence.
References:
1- M.M Mano “Ceomputer System Architecture * third Edition, Prentice Hall,
1993,
2- David A. patterson And  John L.Hennessy, "Computer Organization And
Design “ Morgan Kaufmann, 1998,

5- Computer Networks:
Diata Communication, Physical Topology, Basic Network Technology, LAN Devices,

Collision and Collision Domains in Shared Layer Environments, Network Devices,
Network Laver Addressing, Network Layer Field & Datagram, 1P address Class, Subnet
NW, Private Addresses, Transmission of Digital Data Interfaces and Modems,
Transmission Media, Unguided Media, Satellite Communication, Error Detection and
Correction, Data Link Control, Multiplexing, De Multiplexing, Data Link Protocols,
ARP, FTP, TELNET, DNS, UDP, TCP, NFS and RPC, SMTP, TFTP, HTTP, WAIS,
Gopher, SNMP, WWW, Browser Architecture, Methods for Assigning IP Address,
Advance ARP, DHCP, Dynamic Addressing, Routable and non Routable Protocols, RIP
Features.

Refergnces:

1- “Computer Networks™, 3™ Edition, A. Tannenbaum, Prentice-Hall, 1996,

2- “Data Communications, Computer Networks and OSI”, 4™ Edition, F. Halsall,
Addison-Wesley, 1995,

3- “Computer Communications and Networks™, J. R, Freer, USL Press, 1996.

(2)
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- Adificial Intelligent:
Introduction to Programming in Logic, Prolog Language Structure, Prolog Language

Components, Facts, Simple Rules, Built in Functions in Prolog Language, Recursion in
Prolog (Tail Recursion}, Non Tail Recursion, Fail Structure, List Processing, String
Processing, Database Structure and Properties, Files in Prolog and Applications with
Database, Introduction to Artificial Intelligence, Knowledge Representation, Logical
Representation, Graphical Representation, Problem State Space Characteristics, Problem
Solving, Search Technique(Blind}, Heuristic Search, The 8 Puzzle Problem, Control
Strategy(Structure), Forward Chaining for Problem Solving, Backward Chaining for
Problem Solving, Hybrid Method (Rule Cycle).

References:
1. Elian Rich, Artificial Intelligence, Prentice Hal! 1991,

7- Data Encryption:
Introduction of Data security, Basic terminology of Data security, Mathematical

Background, Basic definition of arithmetic modular with examples, How Compute the
Greater commeon deviser {GCD) using different methods, Explain the methods to
compute the Inv, Explain the methods to find Euler notation and compute inv using Euler
notation, Introduction of types of cipher systems, Types traditional of ciphers systems,
Introduction of transposition cipher systems, Implementation of simple transposition
method with examples for encipher and decipher methods, Columner method and fixed
pired method, Implementation of simple substitution methods with examples for encipher
and decipher methods, Types of substitution cipher systems types, Monoalphabetic
substituation cipher systems (keywords method), Homophonic substitution cipher
systems{Beal cipher, Higher order homophnics), polyaphabetic substitution cipher
systems{Vigener cipher, Beaufort cipher ,Running ker cipher), polygram substitution
cipher systems(playfair cipher, hill cipher ,product cipher}, Introduction to public key
systems (secrecy and authenticity), Knapsack ciphers), Merkel-Hellman knapsacks,
simple knapsack algorithm), Trapdoor knapsack algorithm, With example for encipher
and decipher process, RSA algonithm {encryption and decryption processes), Public-key
digital signature algorithms (RSA), Iniroduction of DES algorithm, X-box process in
DES algerithm with example, Encryption process in DES algorithm with example,
Decryption process in DES algorithm with example, Introduction of Stream ciphers, One
time Pad system (vernam system), The requirements of steam cipher, The Basic Five
Randomness tests (i.e. frequency test , serial test), Poker test , run test, auto correlation
test,

8- Information Hiding:

o M iotwson Detecion 1 il Caxs | 1
. . ; : Neural Nehworks + Genetic S L LTI )
Algortthms Apisa Bl e 5 b ga
. Y T Intemet and Intranet Wil iy g 553l
. ¥ ] Compilers e il | 4
3 ¥ ¥ Databases il act 58 | @
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University of Technolagy

Computer Sclences Department
.Information System Branch N
o - 2008 - 2007
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Third Year Syllabus SR dla jall
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Total No. of Unit for Cne Semester: {21.}Ur‘riis
Total No. of Unit for Year: (42} Units

Munugement Inl'nrmuﬂon T Lo . 1 || B aly| 1
Systems _ a2 f"]“"
Communication and = R 2

; lall agd LYl
Computer Netwarks - el My LT
Intelllgent Systems Gl ada | 3
‘Coémputerand Data il o lsatalh A gial 4.
Securlty " : . .
Operoting System pa il i | §
dnternet Architeclure gy o YN L Jlena | &
Image Processing (A4l gyl Aadas | 7
Project 8

RS 'I-'a‘lu'l !

a."n.-u__, (21} .}11_’.“ ,J...J_;.‘ah .-_La.ll! I—'lL"I:L__’H ‘.:-JA.;A

i (42) s a8 Al chbaa W Az panee

Elective Subec for Third Year o AN Al pall &y 02! gl galt
3 1 b 2 Software Engineering o uft ais | ]
2 1 - 2 Movlding and Simulation B ASlaall g Ladalll ¢ 2
3 | 2 2 Distributed Dotabases de gl il el yi | 3
2 1 - 2 Decislon Making Systerns el San! adad | 4



Sara
Rectangle

Sara
Rectangle

Sara
Rectangle

Sara
Rectangle

Sara
Rectangle

Sara
Rectangle

Sara
Rectangle

Sara
Rectangle

Sara
Rectangle

Sara
Rectangle

Sara
Rectangle


Elective Subjects for Forth Year

1 Neural Nebwaork

© dagh plt Alay pall 4y 200

& 1racn Tl “IS"H

| Management information

Syrlem S

s il gleall i |

* [ intemet Archtectuve

i SV 2 |

| Image Processing

LI ENT ) e U B

mw a0 |w

-t | A -] o |

rrfwl as h

] Disfiouted Systéms -

de 5 gadl Ladui¥h

Bolu ¥



Sara
Rectangle

Sara
Rectangle

Sara
Rectangle


Unlversity of Technology
Computer 5ciences Department

" Computer Securlly -Brpnc'h

2008 - 2007
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Third Year Syllabus ALNEY Lo, paly
Mook | g | b, | Theory Subject dad e
3 1 2 2 Computer Graphics dpalal pguy | 1
3 - -2 2 Compllers (gl Cilan Jiall | 2
3 1 2 2 Dotabases (o A Sl el | 3
2 9 - 2 Computer Architeciure Agaadnll 3y Jlana | 4
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d 3 1 2 2 Dala En ' il | 7
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2 -7 12 48 T Yotal R

Total No, of Unit for One Semester: [22]UniTs

Total No. of Unit for Year: {44) Units
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tive Subjects for Fourth Year .. . : i bﬁ,ﬂ!wmﬂ
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